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Sustaining Maintainability of Your Software Applications



Agenda

* Presentation Axivion (14min)
+ Company
» Technology

« Demonstration (6min)
» Walk through Axivion Suite

* Q&A (5-15min)

Please raise your questions in the Q&A section of this Webinar
The Chat is disabled

We will start answering the questions in this session
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About Axivion: Software Erosion Protection Made in Germany

Axivion is a 100% owner-managed technology company with
profitable and sustainable growth and ...

2

... more than 10 years sound academic
of experience, background,

aiis 88

more than 100 customers several thousand users,

worldwide, and ...
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development in Germany,
support and service local

288

... references across all different
industries with technical software.



About us: Some of Our Customers
Software Erosion Matters Across All Technologies
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Customer References 1/2

Wir unterstiitzen unsere Kunden,
damit in der Kiiche nichts anbrennt.

B/S/H/
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Success Story in collaboration with Dentsply Sirana

Rule-compliant code and
uniform architecture for

dentistry technology

THE CHALLENGE ++ As the market lead-
&rIn dental appliances, Dentsply Slrona
has the Indusiry’s largest RAD depart-
MENt wNere It d&veLops INnovative end-10-
end clinical solurlons designed o Improve
[patient care. Large numoers of In-nouse
and exernal develogers work at various
1LoCanions, DOTN In teams and entirety inoe-
pendently. on the software for CAD/CAM
solutlons for denial labarawares and
dentisis’ practices, IMaging Systems such
as 20 and 30 x-ray machines and reat-
MENt units 12awring a comprenensivety
equipped parlent’s chalr plus dentisr's
Inierface. Oriven by the ever-increasing
complexity of the systems Involved, the
need has arisen, particularly In these
[Produdt areas, 10 mainiain e Innerent
quality of the products using predefined
COOING rULES 3nd UNIfoMm Sofware archi-
recure
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Every day around 600,000 dentists and dental tech-
nicians use products from Dentsply Sirona. The
enterprise is the world's largest and most diversi-

fied manufacturer of dental products. In the fields of
CAD/CAM, Imaging Systems and Treatment Units,
Dentsply Sirona's software developers use the
Axivion Suite for code and architecture verification
in order to ensure that they design software which
is rule-compliant, state-of-the-art and maintaina-
ble in the long term,

Another criterion for the software devel-
‘OpMENt Process Was 10 cater for the.
hUMan factor. For Insiance, In the event of
unioreseen personnel shorages, the pro-
Jects needed 1o be easler 1 carry forward
ana It Nad 10 be possible [0 INtegrale new
1eam members more rapidly ang seam-
lessy Inio the development processes.

To boost the efficiency of Ume-consuming
manual code reviews by key Indvidual
PErsanneL a furtner requirement was the
‘esmblishment of a join, toot-based pro-
(Cess for COOE and archivecture verincarion
and dealing with the ensuing resulrs.

Tne requirements for iNe (ol by dirferent
‘depanments were diverse. Far insance,
It had 10 be usatle together wih different
(GEVEIOPMENT ENWIFDNMENTS and compiL-
ers. Due o the sheer size of same of the
Projects. e 100l 3150 Needed 10 be scal-
able for the analysis of Large volumes of

code and alsq, when using IEM Ravinal
RNagsody* and automated cade gener-
atlan, capable of distinguishing berween
Macning- and manually-generated coge.
In the process, it had 1 be abie 1 deal
WIIN (e eXisting Cooe base appropriaiety
In order 1o safeguard Its Imegrity so that
Newly-writien COUE Could be developed
which did not deviate from that base.

“The Axivion Suite provides us
with vital support in ensuring
our software quality. Its checks
are not merely driven by exist-
ing standards, they even exceed

the required level.”
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Stuttgart/Germany, 12 December 2018 +++ Press Release

Axivion signs global framework agreement
with leading automotive supplier

AxNion Is pleased 10 announce that It has concluded a global framework agreement with the Bosch
Group In te Last quarter of 2018. Sofware developers at Bosch have been using AXNIon tools for
around 10 years In the Passive Safety ang ACtive Safety business units of the Chassls Systems Control
dnvision, s well a5 In Car Multimedia and BSH Home Appliances. In the meantime, the Axivion
Baunaus Sulte I 1001 of choice for at Bosch, where
It Is 3lso used for siatic code analysis and MISRA checks. The global framework agreement will now
‘make It easler for employees across all the group’s dvislons around the world to obIain tried-and-

Tested Axivion twols.

In agtion 1o architecture verification, Axvion
10015 are NoW als0 used for automated Static code
analysls of automoble safey sysiems, which are
subject 10 especlally high quallty stangards. The
AxNlon Bauhaus Sulte SIands out for s user-
frienaly analysis and reporting functions, as well
35 Its seamless Integration wiin existing develop-
ment emvironments and other 100ls, SUCh as En-
1erprise Archiiect and 18M Rnapsogy. This makes
It easy for software developers and architects (0
guarantee quallty ang serviceability - even for
large sofware projects.

AxNion uses Its capaclty for Innovation ang high
R&D Investment to ensure that the Axnion
Bauhaus Sulte Is atways at the cutting edge of
technology. The Professional Services team at
AXNION also ensures Smoath rollout of ihe 1ols
and an employee-specific Iiroduction 10 the
functionalities. This results In high accepiance
and makes It possible 1o achieve productive ang
mouvating results rapiay.

For many architects and developers, the AXivion
Bauhaus Sulte has become an Indispensable 100l
In thelr everyday work ang measurably Increases
‘code quality. With the new framework agreement,
all Bosch Group employees, Including those
working In other awlslons and at all siies, gain
(QIreCt 3ccess 10 a retiable 1001 sulte. This enables
them to monitor software quallty reliably during
developmeNt, and 10 Secure I for future proguct
generations.

Further Information about the Axiion Bauhaus
‘Sulte and its functions for coge and architecture
analysis can be found at wWww.aXNion.com.

Success Story in collaboration with HENSOLDT Sensors GmbH

Architecture analysis for

aerospace software

THE CHALLENGE ++ HENSOLDT Sensars
GMBH [formerty AIrbus DS ELeCtronics
and Border Securlyy] Is awortd leading
Brovider of premium elecironics for pro-
rectlon, reconnalssance and survelllance
aswell as siuaional awareness.

e Sofware Engineering - Operaucnal
SUpRarT SySIEMS deparment s respon-
sible for SQWare development for oper-
ational planning and suppor systems for
airborne weapon syStems for all iypes of
hellcopiers.

The deparment’s portolio of services
Fanges 1rom madelling to development
aswell asvalldarion and commissioning
af Cperational SUppOrT SyStems ang pro-
vislon of support for dellvered sysiems.
Operational SUPOIT Systems allow e
customer 1 prepare for and Implement
deployments both tactically and techni-
cally. The Operational SUPpan Sysiems
deparment’s International customers
nave nignly IngNIgual requirements for
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HENSOLDT Sensors [formerly Airbus DS Electronics
and Border Security) has intreduced a product-line

architecture for its wide range of system variants.
With its automatic architecture analysis, the Axivion
Suite supports the management of variants and effi-
cient further development of products.

thelr operatonal sUpport sysiems._ These
‘SYSIeMS are ony IMplemented ang sup-
plied as unique customer variants. This
presenis a significam challenge for the
varlant management for the system, as
the many Indiitual versions resuit In a

THE SOLUTION ++ Since 2008, these pre-
VIQUSly manual CNecks Nave Deen auto-
mated with the Axvlon Sulte. This enables
a highly efficlent and condnuous complere
review of the "as-Is” architeciure.
Cominuous comparison of the proguct
1NE SDUICE COO@ With

constanty of vananis,
which must be efficlently managed and
Turtner developed by e company.
HENSDLOT has Inroduced a product-line

the specified prouct-Line architecture
Means that Geviatlons are Immediatety
visible 1o the architects and developers

arcnitecture for
Consistent compliance with this must be
ensured. This concerns all preductvari-
‘aNls and tne entire e Cycle of each In-
dividual product. Ta this end, HENSOLOT
‘Opted or a susiainable approacn, sup-
ported by a proguct-line archirecture
TDM e DULSEL. Ta ENsUre Sysiematic,
unifarm and correct Implementation of
the planned structures by the sofware,
‘Compliance With the arcnitECure must be
checked - a 1ask which Ivolves signif-
cant manual effort,

ana persons are

formed.
Cominupus analysis during development

“With the Axivion Suite, we
have significantly reduced our
integration effort and integra-

tion risk.”




Competitive Advantage - Stopping Software Erosion aXiVion
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* Architecture Verification against a model (UML or drawn in Gravis]

* Extremely low number of FALSE POSITIVES

« seamless Integration into DevOps / Cl

+ IDE Integration (deep integration into Eclipse and Visual Studio, connection to almost all IDEs possible)
« Support of the latest language features; C++17, AUTOSAR C++14 (19/03)

* Performance
* even multi-million LOC could be checked in a nightly build

* Delta Analysis

+ show changes in a selected time window
* Open - well documented Python API to the data

» Service Capability local to the customer

© 2019 Axivion GmbH 7



Stopping Software Erosion aXiVion
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Drivers of Complexity

Architecture Violation/
2\( Hidden Dependency

Complexity
Functionality

Boundary of Comprehension—

and Maintainability Clone

'S

Metric Violation

N 7

Style Violation

Vv
®

Dead Code

Cycle

(&
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Stopping Software Erosion aXiVion

stopping software erosion

Complexity
Functionality

7

Architecture Violation/
Hidden Dependency

&

Boundary of Comprehension
and Maintainability

=

Clone

Continuous
Refactoring

Metric Violation

5N

Style Violation

Dead Code

\%
&)

time for t
refactoring

Cycle

&l
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Critical Success Factor #1: Integrated, tailored, and holistic Approach

to mitigate ALL Erosion Categories

Calls

Module Dependencies

Includes/Imports
Customized Checks

Reachability Analysis
Analysis of Libraries

Misra C:2004 and
C:2012

Misra C++:2008
AUTOSAR C++14
CERT®

Best Practice

Race Conditions
Customized Checks

© 2019 Axivion GmbH

Cycle Detection

Dead Code
Analysis

Stylechecks

7

Scalable
Platform for
[

—
—C

Static Code Analysis
and Defect Detection

B

Architecture
Verification

Clone Detection and
Clone Management

Metrics
Monitoring

axivion

stopping software erosion

Integrated Modeler
Interfaces to UML-
Tools via XM

AUTOSAR XML Import

Type | (1:1)

Type Il (Changes)
Type Il (Changes
+ Add/Delete)

HIS

00 Design Metrics
Best Practice
Customized Checks

10



Critical Success Factor #2: Fast and Focused Feedback by Integration aXxivion
into Development Environments and Processes ST S T e

Continuous Integration

Further Data:

Version
Control

Axivion Suite
‘1’ ‘1’ » Output of existing tools

Analyses —_ Delta €— * Test data

Computation

* etfc.
. http://axivion/ i
a8
— Dashboard &—
Server
Dashboard
BE]E)
Warehouse e Add Ons

“ b Al Reporting AP L + Qualification Kit
Jdin * Errata Checker
Reports

© 2019 Axivion GmbH 11



Axivion is Full Service Provider: Combining Tools, Service, and Training Leads a)(iVion
to Long Term SUCCGSS stopping software erosion

Complete Solution for Stopping Software-Erosion | &3] emBEDDED SYSTEMS
=] SOLUTIONS

Professional Services

Axivion Tool

Bauhaus Qualification
Suite C Kit

Technical

. izi
Integration Customizing

Coaching C A/?:):(:I/;On:y

®.

© 2019 Axivion GmbH 12



1S026262 - Safety in automotive

» Axivion will help to cover required modelling and coding guidelines

» Style checks consist of MISRA, CERT, AUTOSAR C++14 and customer’s rules

» Architecture Verification allows for consistency between architecture,
design and implementation

la Enforcement of low complexity ++ ++
Te Use of well-trusted design principles + +
1f Use of unambiguous graphical representation + ++
1b Use of language subset ++ ++
1c Enforcement of strong typing - ++
1d Use of defensive implementation techniques + +
19 Use of style guides + ++
1h Use of naming conventions ++ ++
1i Concurrency aspects + +

from: 1S0O 26262-6:2018, Road vehicles — Functional safety — Part é: Product development at the software level, chapter 5

© 2019 Axivion GmbH
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Axivion Suite solutions

Clone Detection & Management
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Mixed Criticality — Software Components with different ASIL Levels a)(iVion
Static View on C / C++

stopping software erosion

QM ASIL
LN N A/ L
| | | | - |
R e

» Requirement: ASIL Code shall not call (synchronous]) QM functionality
» Axivion helps to ensure Freedom from Interference
* identifies calls from ASIL code into QM code or into code with lower criticality

© 2019 Axivion GmbH 14



Preventing Software Erosion during Development
Impact of Architecture Violations and Hidden Dependencies

axivion
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Architecture
Specification

© 2019 Axivion GmbH

‘ Implementation

'
if (eombral enbien. )
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C

‘ Actions

e None, as long
as the
divergence does
not lead to

errors
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Preventing Software Erosion during Development a)(iVion
Impact of Architecture Violations and Hidden Dependencies

stopping software erosion

Redesign with false ‘ Impacts of design ‘ Workaround
assumptions

A AR -
| |

R v s | ME

13 !

Zl « c 4
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Preventing Software Erosion during Development
Avoiding Architecture Violations and Hidden Dependencies

Case 1 (Deviation
corrected in Source

Code]
/D
|
-

© 2019 Axivion GmbH

Case 2 [(Update of the
architecture
specification)

/E
i
O

|

c

axivion
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Case 3 (Deviation is
accepted temporarily)

/D
]
3

'\

17



Architecture Model exists (CASE-Tool, XMI, XML, etc.) axivion
Automated Import of relevant model parts stopping software erosion

Architecture
e.g. in Enterprise Architect

Imported Architecture
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= Compiér Interace
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- . 3 Giobal Controks
. - 33 Infrastructure
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2 Macros.
e T 23 Memory Manager
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Architecture Documentation does not exist (Live Project)
Architecture Recovery

Approach: Top-Down or Bottom-Up

Developers usually have a conceptual model in mind. It makes perfect
sense to explicit this model and check for “hidden” dependencies.

© 2019 Axivion GmbH
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Example for hypothesis-driven architecture recovery: a)(iViO N
4. Complement the hypothesis and check again T A

—

Checking of Hypothesis
Describe Hypothesis

] —_—— e e
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= L3
g a
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B JDw 8w “wi@: N Be Na

Adopt and Refine Hypothesis

20
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Example for hypothesis-driven architecture recovery: a)(iViO N
4. Complement the hypothesis and check again T A

—

Checking of Hypothesis

Describe Hypothesis

¢ IR ™ e 3 e L b
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Adopt and Refine Hypothesis
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Example for hypothesis-driven architecture recovery:
5. Prioritize remaining architecture violations and create issues to remove them

/—ﬁ \ Validated Architecture

Checking of Hypothesis

\’

Fe b Wi Hop

Describe Hypothesis T TPPETFPE
T e g :
L3
: [ conraor
~ radeer
o F

| a g

- e Bt Wik & weut
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i | g 11+

b CowroL ¥ SETTT ¥ s

B 4 . & o o

e N Lo b CONCEPT RELATION MASHTABLE ust

a &) m P .
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Demonstration of the Axivion Suite
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ISO 26262 - Parts and Processes supported by Axivion axiVion

stopping software erosion

4-7 System and
item integration
and testing

4-6 Technical
safety concept

System and item verification

IS0 26262

6-8 Software unit design and implementation f
6-9 Software unit verification

6-6 Specification 6-11 Testing of
of software safety the embedded
requirements software

/

6-7 Software 6-10 Software
architectural integration and
design verification

Software testing

6-10 Software integration and verification
8-11 Confidence in the use of software tools

-

Software verification

10.
1. /‘
12. 6-8 _Software unit 6-9 Software unit
design and D
o verification
verification

from: ISO 26262-6:2018, Road vehicles — Functional safety — Part 6: Product development at the software level
1S0 26262-8:2018, Road vehicles — Functional safety — Part 8: Supporting processes

© 2019 Axivion GmbH 25



1S026262 - Safety in automotive

» Axivion will help to cover required modelling and coding guidelines

» Style checks consist of MISRA, CERT, AUTOSAR C++14 and customer’s rules

» Architecture Verification allows for consistency between architecture,
design and implementation

la Enforcement of low complexity ++ ++
Te Use of well-trusted design principles + +
1f Use of unambiguous graphical representation + ++
1b Use of language subset ++ ++
1c Enforcement of strong typing - ++
1d Use of defensive implementation techniques + +
19 Use of style guides + ++
1h Use of naming conventions ++ ++
1i Concurrency aspects + +

from: 1S0O 26262-6:2018, Road vehicles — Functional safety — Part é: Product development at the software level, chapter 5

© 2019 Axivion GmbH
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Axivion Suite solutions

Clone Detection & Management
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1S026262 - Continuous Integration and Fast Roundtrip Times a)(iVion

stopping software erosion

EXAMPLE 2 Continuous integration based on an automated build system can support consistency of sub-phases
and facilitate regression tests. Such a build system typically performs code generation, compiling and linking,
static code analysis, documentation generation, testing and packaging. It allows, subject to tool chain and tool configuration,

repeatable and, after changes, comparable production of software, documentation and test results.
from: 1S0O 26262-6:2018, Road vehicles — Functional safety — Part 6: Product development at the software level

Axivion will also be installed locally to allow
for fast checks and short roundtrip times

Continuous Integration

—> BN —> Axivion Suite > Further Data:

Control

Output of existing tools,

e R
Computation Test data
www.dashboard/loc AR
= | — e Web Interface &~
Dashboard Data Add Ons:

Warehouse

Qualification Kit

b_ Reporting API (—

Errata Checke

Reports

© 2019 Axivion GmbH 27



1S026262 - Continuous Integration and Fast Roundtrip Times

EXAMPLE 2 Continuous integration based on an automated build system can support consistency of sub-phases

and facilitate regression tests. Such a build system typically performs code generation, compiling and linking,
static code analysis, documentation generation, testing and packaging. It allows, subject to tool chain and tool configuration,

repeatable and, after changes, comparable production of software, documentation and test results.
from: 1SO 26262-6:2018, Road vehicles — Functional safety — Part 6: Product development at the software level

= echipse_workspace - C/C++ - GnuPG/g1/trustdb.c - Echipse
AX File Edit Source Refactor MNmagate Search Project Rum Window Help

0o~ BrR R NG S @i O WO &
fol 8 tustdbc 52

return trust_letter ( trustlevel );

}

const char
get_validity_string (PKT_public_key "pk, PXT_user_id *uid)

{
int trustlevel;

if (Ipk

[ [ - Bl v v

* Just in case a NULL PK is passed. */

trustlevel = get_validity (pk, uid);
i#( trustlevel & TRUST_FLAG_REVOKED )

return _(“revoked”);
return trust_value_to_string(trustlevel);

}

5= static void
269 get_validity_counts (PKT_public_key *pk, PKT_user_id *uid)

TRUSTREC trec, vrec;
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B
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SVIE... added | MisraC2012-10.1 Operand of ' should be essentially Baclesn.  (PKT_public_key") trustab.c [g10/] 1185 axivion required

SV161... added MisraC2012-10.1 Operand of 1" should be essentially Boolean.  MPKT_public_key") trustdb.c [g10/] 1199 axivion required
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V6. added | MisraC2012-156 Block required 85 then branch. trustdb.c [g10/] 1186 axivion required
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Continuous Integration

Axivion Suite

Vv Vv
e B o

Web Interface

Reporting API
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Computation

BEIE]
Warehouse
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Further Data:
Output of existing tools,
Test data

etc.

Add Ons:
Qualification Kit

Errata Checke

28



1S026262-6: Chapter 7 - Software architectural design

« The description of the software architectural design shall

address the following characteristics:

comprehensibility, consistency, simplicity, verifiability,
modularity, abstraction, encapsulation and maintainability

+ Testability of the software architecture during software

integration testing @ax

« Maintainability of the software architectural design &ax

© 2019 Axivion GmbH

1a Natural language * @,ax
Te Informal notations @,ax
1f Semi-formal notations ** @,ax

b Formal notations

axivion

stopping software erosion

ASIL

A B © D

++ ++ ++ ++
++ ++ + +
+ + ++ ++
+ + + +

* Natural language can complement the use of notations for example where some topics are
more readily expressed in natural language or providing explanation and rationale for decisions

captured in the notation.

** Semi-formal notations can include pseudocode or modelling with UML®, SysML®, Simulink®

or Stateflow®

Note: UML®, SysML®, Simulink® or Stateflow® are examples of suitable products available
commercially. This information is given for the convenience of users of this document and does

not constitute an endorsement by I1SO of these products.

29



Mixed Criticality — Software Components with different ASIL Levels a)(iVion
Static View on C / C++

stopping software erosion

QM ASIL
LN N A/ L
| | | | - |
R e

» Requirement: ASIL Code shall not call (synchronous]) QM functionality
» Axivion helps to ensure Freedom from Interference
* identifies calls from ASIL code into QM code or into code with lower criticality
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Confidence in the use of software tools aXiVion

stopping software erosion

+ Axivion integrates in almost any Cl workflow

 Axivion’s Tool Qualification Kit ensures confidence of usage in ol e
customers environment (T

Tool
+ Depending on your use case any TCL level could be achieved o

Tool error

» Tool Qualification Kit becomes part of your Cl process deteion

* managed qualification

Methods ASIL
Oax
A B C D

Qualification
required

la Increased confidence from use in accordance with 11.4.7 ++ ++ ++ +

le Evaluation of the tool development process in accordance with 11.4.8 @’ax ++ ++ ++ + ASIL Axivion Suite + Tool
Qualification Kit **

1f Validation of the software tool in accordance with 11.4.9 @;x + + + ++

1b Development in accordance with a safety standard* + + + +

** Quality tool with appropriate degree of rigour

* No safety standard is fully applicable to the development of software tools. Instead, a relevant subset of
requirements of the safety standard can be selected.

Example: Development of the software tool in accordance with IS0 26262, IEC 61508, EN 50128 or RTCA D0O-178C
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